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Hurtwood House School	-2-	E-Safety Policy and Acceptable Use Agreement

Introduction
It is the duty of Hurtwood House to ensure that every student in its care is safe; and the same principles apply to the digital world as apply offline.  IT and online communications provide unrivalled opportunities for enhanced learning in addition to traditional methods, but also pose greater and more subtle risks to young people. Our students are therefore taught how to stay safe in the online environment and how to mitigate risks, including but not limited to the risk of identity theft, bullying, harassment, racism, faith-based prejudice, faith-targeted abuse and other discriminatory behaviour, grooming, stalking, exploitation, abuse, radicalisation, the sharing of self-generated intimate images, impersonation and technology-facilitated harm.
New technologies are continually enhancing communication, the sharing of information, learning, social interaction and leisure activities. Current and emerging technologies used in and outside of school include:
· Websites;
· Email and instant messaging;
· Blogs;
· Social networking sites;
· Chat rooms;
· Music/video downloads;
· Gaming sites;
· Text messaging and picture messaging;
· Video calls;
· Podcasting;
· Online communities via games consoles; and
· Mobile internet devices such as smart phones, wearable devices and tablets;
· Video conferencing:
· Artificial intelligence tools and ChatBots.

The policy reflects the need to raise awareness of the safety issues associated with electronic communications as a whole and has been written by the school, having reviewed the ‘E-safety Tool Kit for Schools’ provided by Surrey County Council and government guidance.

This policy, supported by the Acceptable Use Agreement (for all staff, visitors and students), is implemented to protect the interests and safety of the whole school community. It aims to provide clear guidance on how to minimise risks and how to deal with any infringements. The policy will operate in conjunction with other school policies including those for ICT, behaviour management, anti‐bullying, child protection and safeguarding, the Safeguarding Children and Young People: Staff Code of Conduct and PSHEE.

Whilst exciting and beneficial both in and out of the context of education, much IT, particularly online resources, are not consistently policed. All users need to be aware of the range of risks associated with the use of these internet technologies.
Hurtwood House understands the responsibility to educate our students on e-safety issues; teaching them the appropriate behaviours and critical thinking skills necessary to enable them to remain both safe and within the law when using the internet and related technologies in and beyond the classroom. We also understand the importance of involving students in discussions about e-safety and listening to their fears and anxieties as well as their thoughts and ideas.

Why internet use is important
We encourage staff and students to use the rich information resources available on the school networks, and to develop skills to analyse and evaluate such resources. The internet is an essential element in 21st century life for education, business and social interaction.

The Internet is provided to conduct research and communicate with others as part of the work of the school.  Internet access, because it may lead to any publicly available site in the world, will open classrooms to resources which have not been selected by teachers as appropriate for use by students. Just as with home or mobile Internet use, the school cannot accept responsibility for everything which appears online. However, with this in mind, the school believes that the benefits to students from access to information resources and increased opportunities for collaboration exceed the disadvantages. 

Scope of this Policy
This policy applies to all members of the school community, including staff, students, parents and visitors, who have access to and are users of the school IT systems. In this policy 'staff' includes teaching and non-teaching staff, peripatetic staff and regular contractors. 'Parents’ includes students' carers and guardians. 'Visitors' includes anyone else who comes to the school. 

Both this policy and the Acceptable Use Agreement (for all staff, visitors and students) cover both fixed and mobile internet devices provided by the school (such as PCs, laptops, webcams, tablets, whiteboards, digital video equipment, etc.); as well as all devices owned by students, staff, or visitors and brought onto school premises (personal laptops, tablets, smart phones, wearable devices, etc.).
 
Roles and responsibilities
The Proprietors
The proprietors of the school are responsible for the approval of this policy and for reviewing its effectiveness.   

Headmaster and the Senior Management Team
The Headmaster is responsible for the safety of the members of the school community and this includes responsibility for e-safety.  The Headmaster has delegated day-to-day responsibility to the Head of ICT.

In particular, the roles of the Headmaster and the Senior Management Team are to ensure that:
· staff, in particular the Head of ICT, are adequately trained about e-safety; and
· staff are aware of the school procedures and policies that should be followed in the event of the abuse or suspected breach of e-safety in connection to the school.
 
Head of ICT (E-safety Coordinator)
The School's Head of ICT will act as the School’s E-safety Coordinator.  He is responsible to the Headmaster for the day to day issues relating to e-safety.  The Head of ICT has responsibility for ensuring this policy is upheld by all members of the school community, and works with IT staff to achieve this.  They will keep up to date on current e-safety issues and guidance issued by relevant organisations, including the ISI, the Local Authority, CEOP (Child Exploitation and Online Protection), Childnet International and Surrey Safeguarding Children Partnership.  
 
IT staff
The school's technical staff have a key role in maintaining a safe technical infrastructure at the school and in keeping abreast with the rapid succession of technical developments.  They are responsible for the security of the school's hardware system, its data and for training the school's teaching and administrative staff in the use of IT.  They monitor the use of the internet and emails, maintain content filters, and will report inappropriate usage to the Head of ICT and SMT (including the DSL).

Teaching and support staff
All staff are required to read and abide by the Acceptable Use Agreement before accessing the school's systems.

Students
Students are responsible for using the school IT systems in accordance with the Acceptable Use Agreement, and for letting staff know if they see IT systems being misused.
 
Education and training
Staff: awareness and training
New teaching and administrative staff receive information on the School's e-safety and Acceptable Use policies as part of their induction.

All teaching and administrative staff are made aware of their individual responsibilities relating to the safeguarding of children within the context of e-safety. All supply staff and peripatetic staff receive information about e-safety as part of their safeguarding briefing on arrival at school.

All staff working with children are responsible for demonstrating, promoting and supporting safe behaviours in their classrooms and following school e-safety procedures.  These behaviours are summarised in the Acceptable Use Agreement which must be electronically signed and returned before use of technologies in school. 

Teaching staff are encouraged to incorporate e-safety activities and awareness within their subject areas and through a culture of talking about issues as they arise. They should know what to do in the event of misuse of technology by any member of the school community.
A record of concern must be completed by staff as soon as possible if any incident relating to e-safety occurs and be provided directly to the school's Head of ICT and Designated Safeguarding Lead.  
 
Students: e-safety in the curriculum
The school provides opportunities to teach about e-safety within a range of curriculum areas. Educating students on the dangers of technologies that may be encountered outside school will also be carried out via PSHEE, by presentations, as well as informally when opportunities arise.

Students are taught about their e-safety responsibilities and to look after their own online safety. They are taught about recognising online sexual exploitation, stalking and grooming, the risks, and of their duty to report any such instances they or their peers come across. Students can report concerns to the Designated Safeguarding Lead and any member of staff at the school. 

Students are also taught about relevant laws applicable to the safe use of the internet.  Furthermore, they are taught about respecting other people's information and images (etc.) through discussion and the school’s Enigma programme.  Students are made aware of the impact of cyber-bullying, online racism, faith-targeted abuse and other discriminatory behaviour, and know how to seek help if they are affected by these issues. See also the School’s Anti-Bullying Policy, which describes the preventative measures and procedures that will be followed when the School becomes aware of bullying or discriminatory behaviour.  Students should approach the Designated Safeguarding Lead, Head of ICT as well as parents, peers and other school staff for advice or help if they experience problems when using the internet and related technologies.

Encouraging and educating students on the safe use of the internet is achieved in the following ways:

· New students to the School are addressed by the Head of ICT on the first day;
· Housemasters/mistresses reiterate the address in House meetings during the first week;
· Posters are displayed (in English, Russian and Chinese) in boarding Houses;
· Posters are displayed (in English, Russian and Chinese) by the ICT department;
· There is a link to e-safety information on the home page of the School intranet;
· When accessing the Student Hub, students are required to acknowledge and agree to the Acceptable Use Policy before proceeding.
· e-safety is addressed as part of the Life.Skills programme by dedicated Enigma sessions in the first and second terms;
· e-safety is embedded into the academic curriculum with teachers guiding students towards safe online activity;
· International Certification of Digital Literacy (ICDL) training and certification is offered to students as a course option on the Enigma programme.

Parents
The school will always contact parents if it has any concerns about students' e-safety behaviour and likewise it hopes that parents will feel able to share any concerns with the school.

The school expects parents’ support regarding safe internet use and will draw their attention to it when inForm is made available to them prior to their child starting at the School via the Acceptable Use Agreement that they are also required to acknowledge and accept.  

Policy Statements

Use of school and personal devices
a) Staff
School devices assigned to a member of staff as part of their role have a password or device lock so that unauthorised people cannot access the content.  When they are not using a device staff should ensure that it is locked to prevent unauthorised access. 

Staff are permitted to bring in personal devices for their own use.  Staff are referred to the Bring You Own Device (BYOD) guidance in the Information Security and Data Protection Policy for further guidance on the use of non-school owned electronic devices for work purposes.

Staff should not give their personal contact details to students, including email addresses, home or mobile telephone numbers, unless the need to do so is agreed with senior colleagues and parents, guardians or carers.  Staff are required to adhere to the Safeguarding Children and Young People: Staff Code of Conduct.
Email or text communications between an adult and a student outside agreed protocols may lead to disciplinary and/or criminal investigations.  This also includes communications through internet based websites.
b) Students
The school has invested heavily in supporting personal Internet-enabled mobile devices. Users require school credentials to access the WiFi networks so that we can ensure that only enrolled staff or students are permitted on the network. All access is subject to acceptance of the Acceptable Use agreement.

In addition, restrictions are imposed via VLANs to separate and secure devices. These include: bandwidth and routing policies. We believe that generous provision of Internet use and unrestricted printing mean there is no need to use private solutions (e.g. mobile internet access).

Our help and support team encourage students to drop-in to resolve issues. This encourages strong relationships with users and allows expectations and frustrations to be monitored, which may occasionally lead to risky behaviours.

Mobile phones and personally-owned mobile devices brought in to school are the responsibility of the device owner. The school accepts no responsibility for the loss, theft or damage of personally-owned mobile phones or mobile devices. 

Mobile devices must not be taken into examinations. Students found in possession of a mobile device during an exam will be reported to the appropriate examining body. This may result in the withdrawal of the student from either that examination or all examinations. 

If a member of staff suspects a message, text or similar may contain inappropriate content it should not be opened but a senior member of staff, preferably the Designated Safeguarding Lead, should be contacted. 

In particular, the school requires students to ensure that their use of personal mobile devices for school work complies with this policy and the Acceptable Use Agreement.

Use of internet and email
a) Staff
Staff must use social networking sites with extreme caution, being aware of the nature of what is published online and its potential impact on their professional position and the reputation of the school.  Staff are required to follow the advice contained within the Safeguarding Children and Young People:  Staff Code of Conduct.

The school has taken all reasonable steps to ensure that the school network is safe and secure. Staff should be aware that email communications through the school network and staff email addresses are monitored.  
 
Staff must immediately report to the Head of ICT or IT staff the receipt of any communication that makes them feel uncomfortable, is offensive, discriminatory, threatening or bullying in nature and must not respond to any such communication. Staff must remain alert to the risk of fraudulent emails and should report emails they suspect to be fraudulent to the Head of ICT or IT staff.
 
Any online communications must not either knowingly or recklessly:
· place a child or young person at risk of harm, or cause actual harm;
· bring Hurtwood House into disrepute;
· breach confidentiality;
· breach copyright;
· breach data protection legislation; or 
· do anything that could be considered discriminatory against, or bullying or harassment of, any individual, for example by:
· making offensive or derogatory comments relating to sex, gender reassignment, race (including nationality), disability, sexual orientation, religion or belief or age;
· using social media to bully another individual; or
· posting links to or endorsing material which is discriminatory or offensive.

b) Students
All students are issued with their own personal school email addresses for use on the school network and by remote access. Access is via a personal login, which is password protected. This official email service may be regarded as safe and secure, and must be used for all school work. Students should be aware that email communications through the school network and school email addresses are monitored.

There is strong anti-virus and firewall protection on our network. Spam emails and certain attachments will be blocked automatically by the email system. If this causes problems for school work/research purposes, students should contact the ICT Department for assistance. 

Students must not respond to any communication that makes them feel uncomfortable, or which is offensive, discriminatory, threatening or bullying in nature. They should report it immediately to the Designated Safeguarding Lead, a Deputy Designated Safeguarding Lead, the Deputy Head - Students, the Head of ICT, IT staff or another trusted member of staff.
 
The school expects students to think carefully before they post any information online, or repost or endorse content created by other people.  Content posted should not be able to be deemed inappropriate or offensive, or likely to cause embarrassment to the individual or others. 

Students must report any accidental access to materials of a violent or sexual nature directly to the Head of ICT or another member of staff. Deliberate access to any inappropriate materials by a student will be dealt with under the school's Discipline and Behaviour Policy. Students should be aware that all internet usage via the school's systems and its Wi-Fi network is monitored.

Certain websites are automatically blocked by the school's filtering system.  If this causes problems for school work/research purposes, students should contact the Head of ICT or IT staff for assistance. Members of staff can complete an online ‘Prevent-Ed’ form via the intranet to request a website be unblocked. This is reviewed by the Head of ICT and Designated Safeguarding Lead.
 
Data storage and processing
The School takes its compliance with Data Protection Law seriously.  Please refer to the Information Security and Data Protection Policy, the Acceptable Use Agreement and the School’s Privacy Notice for further details. 

Any security breaches or attempts, loss of equipment and any unauthorised use or suspected misuse of IT must be reported to the Head of ICT immediately.
 
Password security
Students and staff have individual school network logins, email addresses and storage folders on the server. Staff and students are regularly reminded of the need for password security.

All students are provided with a strong password.  They are encouraged not to write passwords down and advised not to share passwords with other students.

All members of staff should:
· use a unique strong password which should be changed regularly;
· not write passwords down; and  
· not share passwords with other students or staff.
 

Safe use of digital and video images
The development of digital imaging technologies has created significant benefits to learning, allowing staff and students instant use of images that they have recorded themselves or downloaded from the internet. However, staff, parents/carers and students need to be aware of the risks associated with publishing digital images on the internet. Such images may provide avenues for cyberbullying, stalking or grooming to take place. Digital images may remain available on the internet forever and may cause harm or embarrassment to individuals in the short or longer term.

When using digital images, staff should inform and educate students about the risks associated with the taking, use, sharing, publication and distribution of images. In particular they should recognise the risks attached to publishing their own images on the internet (e.g. on social networking sites). 

Staff, students and parents must follow this policy, the Acceptable Use Agreement and Information Security and Data Protection Policy concerning the sharing, distribution and publication of images of students. 

Care should be taken when taking digital/video images that students are appropriately dressed and are not participating in activities that might bring the individuals or the school into disrepute. 

Consent will be obtained before photographs are published on the school’s public facing websites or in school publications (see Parent Contract and Privacy Notice for more information). 

Misuse
Hurtwood House will not tolerate illegal activities or activities that are inappropriate in a school context. Where online activity may constitute a criminal offence or give rise to a safeguarding concern, the matter must be referred without delay to the Designated Safeguarding Lead, who will consider whether a referral to the Police, children’s social care or other appropriate agency is required. If the School discovers that a child or young person is at risk as a consequence of online activity, it may seek appropriate advice or assistance, including from CEOP where relevant.  

Incidents of misuse or suspected misuse must be dealt with by staff in accordance with the School’s policies and procedures, in particular the Child Protection and Safeguarding Policy. Any online incident or concern which may amount to bullying, harassment, racism, faith-targeted abuse, other discriminatory behaviour, sexual harassment, child-on-child abuse, exploitation or a safeguarding concern must be reported without delay to the Head of ICT and the Designated Safeguarding Lead in accordance with the School’s safeguarding procedures.
 
The school will impose a range of sanctions on any student who misuses technology to bully, harass or abuse another student in line with our Anti-Bullying Policy.

Filtering and monitoring review
The School will carry out a formal review of its filtering and monitoring arrangements at least annually, and sooner where necessary following a safeguarding incident, a significant change in technology, a change in statutory guidance, or a material change to the School’s systems or risk profile.

This review will consider whether the School’s filtering and monitoring systems remain effective, appropriate and proportionate for safeguarding, pastoral, conduct and cyber-security purposes across systems used by staff as well as students, including:
· internet access
· school email accounts
· cloud services and online platforms
· WiFi and network access
· remote access systems
· school-managed devices
· personal devices connected to the School network where permitted
· alerting and escalation arrangements
· blocked and permitted content categories
· and any identified gaps or operational limitations.

The review will be undertaken by the Head of ICT and the Designated Safeguarding Lead, who is a member of SMT.  Relevant IT staff and other senior staff may be involved where appropriate.

A written record of each review will be kept, including the date, attendees, key findings, actions agreed and the date of the next review. Technical details of the School’s filtering and monitoring arrangements are set out below. 

Complaints
As with all issues of safety at school, if a member of staff, a student or a parent/carer has a complaint or concern relating to e-safety prompt action will be taken to deal with it. 

Complaints should be addressed to the Head of ICT in the first instance, who will liaise with the School’s Senior Management Team and undertake an investigation where appropriate. 

Incidents of or concerns around e-safety will be recorded and reported to the school's Head of ICT and the Designated Safeguarding Lead Doug Quinn or one of the Deputies in his absence, in accordance with the school's Child Protection and Safeguarding Policy.

1. 
2. 
3. 
4. 
5. 
6. 
7. 
8. 
a. 
i. 
1. 
2. 
3. 
School Approach to Managing Internet Access

Direct Internet Links from School 
The School uses a Barracuda NextGen Firewall (NGF) solution. 

Time restrictions:
Lights Out, all internet access blocked.
(23:00-05:00 Sunday to Thursday / 24:00-05:00 Friday and Saturday) 

File type block
End Users cannot download executable files through the firewall. 

Malware / virus protection
The NGF assess all downloadable files for viruses and malware before delivering to the user. For school managed devices this includes files delivered over encrypted traffic (https).  Domain computers are also protected by Sophos Intercept X.

Content filter
The School employs Barracuda maintained categorisations. These are updated automatically from Barracuda Central, a 24/7 security centre operated by Barracuda Networks who work in partnership with UK.GOV (NCSC). 

From these categories we build our rulesets to block undesirable websites. These include: Anonymisers; Botnet; Criminal Activities; Gambling; Hate/Discrimination; Illegal Drugs; Malicious;  Obscene/Tasteless;  Pornography;  Phishing; Spyware/Adware;  Violence etc. 

SSL Inspection
School managed (domain) computers are configured so that encrypted traffic (https) can be inspected. This allows visibility of user’s internet activity on secure websites. It also reduces the threat of virus or malware infection as downloaded content can be inspected even if encrypted. 

Application Traffic
Internet traffic that is not browser based but App based is monitored by our NGF. User activity is recorded and monitored. Where possible undesirable Apps are blocked, such as peer-to-peer file sharing and VPNs. Where it is not possible to block undesirable Apps our reports highlight who and what is being used so that the necessary interventions are made. 

Comprehensive Reporting
FastVue software is used to analyse the NGF internet logs. This generates user-based reports and alerts. This provides live reporting and historical usage data. Instant alerts (via email) are also automatically sent when undesirable search terms are used (e.g. self harm). Access to these reports and alerts are published via a web interface and email. These reports are published to the ICT department, SMT and the Designated Safeguarding lead (DSL).

Boarding Houses 
Beatrice Webb, Cornhill Manor, Ewhurst Place and Peaslake boarding houses have their internet traffic routed back onto the school network (all via business grade internet circuits) and are subject to the same protection as described above. We use a Draytek Firewall with subscription-based Web Content Filters for Little Spindle. Time restrictions after Lights Out are also applied. 

Email 
Each user is provided with an individual Microsoft 365 email address which is integrated with the School’s network to provide traceable activity and granular security settings.  Web-based email (Microsoft 365) recruits browser security, and keeps emails on centralised Microsoft servers rather than scattered locally downloaded  outlook data files (with the attendant dangers). 

Authenticity to protect against email compromise and spoofing is achieved using a combination of SPF (Sender Policy Framework)and Domain-based Message Authentication, Reporting and Conformance (DMARC). 

Client machines 
We use Windows 11 operating systems with monthly WSUS managed security patch rollouts.  We have an extensive SNMP network management system which continuously monitors use and services.  We have policy-implemented screen locks and overnight power-downs and have installed secure browsers with minimal plug-ins.  All clients have antivirus. This is centrally monitored and managed by Sophos Central (cloud based), which provides remote diagnostics, repairs and regular reports. 

Users cannot install programs onto school computers and must contact the IT Department if this is required.  IT staff take responsibility for updating programs known to have vulnerabilities. All temporary user files from the web, including email attachments are by default saved into sandboxed local storage. 

Mobile Data Accessibility 
The school recognises that it cannot manage direct internet access from mobile devices.  In order to ensure that everyone in our community is using the internet safely and appropriately, e-safety education, codes of conduct and behaviour and acceptable use agreements are established for staff and students alike.   

The use of mobile technology is restricted unless used as part of an approved and directed curriculum-based activity with explicit consent from a member of staff.  Sanctions are in place for breaches of the school’s rules and code of conduct.  Further details can be found in the School’s Mobile Phone Policy.
Creating private networks using mobile data solutions is a breach of our acceptable user policy. 
Information and support
Additional information and support are available to help schools and parents keep children safe online.  The following list is not exhaustive but should provide a useful starting point:
	Organisation/Resource 
	What it does/provides 

	https://www.ceopeducation.co.uk/
	protect children and young people from online child sexual abuse

	UK safer internet centre 
http://www.saferinternet.org.uk/
	Contains a specialist helpline for UK schools and colleges 

	https://swgfl.org.uk/
	Includes a template for setting out online safety policies 

	https://www.internetmatters.org/
	Help for parents on how to keep their children safe online 

	https://parentzone.org.uk/
	Help for parents on how to keep their children safe online 

	http://www.childnet.com/resources/cyberbullying-guidance-for-schools
	Guidance for schools on cyberbullying 

	https://www.pshe-association.org.uk/
	Guidance and useful teaching resources covering online safety issues including pornography and the sharing of sexual images 

	http://educateagainsthate.com
	Practical advice for parents, teachers and governors on protecting children from extremism and radicalisation. 

	https://www.gov.uk/government/publications/the-use-of-social-media-for-online-radicalisation 
	A briefing note for schools on how social media is used to encourage travel to Syria and Iraq 

	https://www.gov.uk/government/groups/uk-council-for-child-internet-safety-ukccis 
	The UK Council for Child Internet Safety’s website provides: 
• Sexting advice 
• Online safety: Questions for Governing Bodies 
• Education for a connected world framework 


	https://www.nspcc.org.uk/keeping-children-safe/
	NSPCC advice for schools and colleges 

	https://www.commonsensemedia.org/

	Independent reviews, age ratings, & other information about all types of media for children and their parents 

	https://www.gov.uk/government/publications/searching-screening-and-confiscation
	Guidance to schools on searching children in schools and confiscating items such as mobile phones 

	https://www.lgfl.net/online-safety/default.aspx
	Advice and resources from the London Grid for Learning 




The Acceptable Use Agreement is appended to this policy.
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Appendix A

Acceptable Use Agreement 
This agreement applies to all members of the school community, including staff, students, parents, and visitors. 'Staff' includes teaching and non-teaching staff, peripatetic teachers, and regular contractors. 'Parents' includes students' carers and guardians. 'Visitors' includes anyone else who comes to the school, including occasional volunteers.
Online behaviour
We encourage staff and students to use the rich information resources available on the school networks, and to develop skills to analyse and evaluate such resources. 

The Internet is provided for you to conduct research and communicate with others as part of the work of the school. Individual users of the Internet are responsible for their behaviour and communications over the network and users must uphold and comply with school standards. 

Internet access, because it may lead to any publicly available site in the world, will open classrooms to resources which have not been selected by teachers as appropriate for use by students. Just as with home or mobile Internet use, the school cannot accept responsibility for everything which appears online. However, with this in mind, the school believes that the benefits to students from access to information resources and increased opportunities for collaboration exceed the disadvantages. The school applies filters which monitor and audit web content; and teachers will guide students towards safe online activity.  

You may connect a device to the school wireless network only with the permission of the Head of ICT who will provide a username and password only when you have signed this agreement. You must hold the original licences for any operating system and applications. You should see the ability to connect your computer to the network as an ongoing privilege and not a right.

ICT staff may review files and communications to ensure that users are using the system responsibly. Users should not expect that files or emails stored on devices, servers or storage would always be private; and all use can be monitored and reviewed to ensure good practice. All portable storage devices must be labelled with your name and checked for viruses periodically.  File, video and music sharing applications are very disruptive to network traffic and may not be used.

As a member of the school community you should follow these principles in all of your online activities:
· Ensure that your online communications, and any content you share online, are respectful of others.
· Do not access, create or share content that is illegal, deceptive, or likely to offend, harm or intimidate other members of the School community, including content that is obscene or promotes violence, racism, faith-based prejudice, faith-targeted abuse, other discrimination or extremism.
· Do not create, request, possess, share or forward self-generated intimate images or videos of any person under 18, or any AI-generated, manipulated or impersonating content that is abusive, sexualised, misleading or harmful.
· Respect the privacy of others. Do not share photos, videos, contact details, or other information about members of the school community, even if the content is not shared publicly.
· Do not access or share material that infringes copyright, and do not claim the work of others as your own.
· Do not use the internet to distribute malicious software, to damage, interfere with, or gain unauthorised access to the computer systems of others, or carry out illegal activities.
· Do not use the internet to undertake trading, gambling or gaming activities.
· Staff should not use their personal email, or social media accounts to contact students or parents, and students and parents should not attempt to discover or contact the personal email addresses or social media accounts of staff.
· You cannot create private computer networks on school premises, even if these networks do not use school infrastructure or services.
· If an online concern involves safeguarding, harassment, racism, faith-targeted abuse, discriminatory behaviour, exploitation, sexualised content or the wellbeing of another member of the School community, you must report it through the School’s procedures and must not attempt to manage the matter informally yourself.
Using the school's IT systems
Whenever you use the school's IT systems (including by connecting your own device to the network) you should follow these principles:
· Only access school IT systems using your own username and password. Do not share your username or password with anyone else.
· Do not attempt to circumvent the content filters or other security measures installed on the school's IT systems, and do not attempt to access parts of the system that you do not have permission to access.
· Do not attempt to install software on, or otherwise alter, school IT systems.
· Do not use the school's IT systems in a way that breaches the principles of online behaviour set out above.
· Remember that the school monitors use of the school’s IT systems, and that the school can view content accessed or sent via its systems.
Use of Property and school systems
Any property belonging to the school should be treated with respect and care, and used only in accordance with any training and policies provided.  Any faults or breakages must be reported without delay to the IT department.
The provision of school email accounts, WiFi and internet access is for official school business, administration and education.  Staff and Students should keep their personal, family and social lives separate from their school IT use and limit as far as possible any personal use of these accounts.  Please be aware of the school’s right to monitor and access web history and email use.
Monitoring and Access
Staff, parents and students should be aware that school email and internet usage (including through school WiFi) will be monitored for safeguarding, welfare, conduct, network security and performance purposes, and both web history and school email accounts may be accessed by the school where necessary for a lawful purpose, including serious conduct or welfare concerns, online harm, extremism and the protection of others.
Any personal devices used by students, whether or not such use is permitted, may be confiscated and examined under such circumstances and in accordance with the school’s Search and Confiscation Policy.
Compliance with related school policies
You will ensure that you comply with the school's E-safety and Acceptable Use Agreement, Information Security and Data Protection policies, Safeguarding Children and Young People: Staff Code of Conduct, Anti-Bullying, Mobile Phone and any other relevant policy.
Breaches 
A deliberate breach of this agreement will be dealt with as a disciplinary matter using the school's usual procedures. In addition, a deliberate breach may result in the school restricting your access to school IT systems.
If you become aware of a breach of this agreement or the e-safety Policy, or you are concerned that a member of the school community is being harassed or harmed online you should report it to the Designated Safeguarding Lead and Head of ICT. Reports will be treated in confidence.
e-safety Reminder: 
· Nothing Is Private Online. 
Anything you say or do can be copied, pasted, and sent to others without your permission. 
· Guard your privacy. 
What people know about you is up to you.
· Protect your reputation. 
What’s funny today could cost you tomorrow.
· Choose wisely. 
Not all content is appropriate. You know what we mean.
· Think about what you see. 
Just because it’s online doesn’t make it true. 
· Not everyone is who they say they are. 
But you know that. 

If you don’t want it done to you, don’t do it to someone else.  Be smart, be safe, be kind.


Acceptance of this Agreement
Please confirm that you understand and accept this agreement by signing below and returning the signed copy to the ICT Department.

I understand and accept this Acceptable Use Agreement

Name:	
Signature:	
Date:	
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